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Abstract: Cloud storage has been in across the board use nowadays, which reduces clients' burden of local information 

storage. Meanwhile, the best approach to ensure the security and integrity of the outsourced information stored during a 

cloud storage server has also pulled in enormous attention from analysts. Proofs of storage (POS) is that the main 

technique introduced to manage this problem. Freely obvious POS allowing an outsider to check the information 

integrity for the information owner significantly improves the adaptability of cloud administration. However, most of 

existing freely irrefutable POS plans are incredibly slow to compute authentication labels for all information blocks 

thanks to many expensive group exponentiation operations, even much slower than ordinary network uploading velocity, 

and in this way it becomes the bottleneck of the arrangement period of the POS conspire. In this article, we propose a 

replacement variant formulation called "Delegatable Proofs of Storage (DPOS)". Then, we construct a light-weight 

security preserving DPOS plot, which on one side is as efficient as private POS plans, and on the other side can support 

outsider auditor and can switch auditors whenever, on the brink of the functionalities of freely unquestionable POS 

plans. Compared to traditional openly obvious POS plans, we accelerate the label generation process by a minimum of a 

few hundred times, without sacrificing efficiency in the other angle. In addition, we extend our plan to support 

completely dynamic operations with high efficiency, reducing the computation of any information update to O(log n) and 

simultaneously only requiring constant communication costs. We prove that our plan is sound and protection preserving 

against auditor within the standard model. Experimental outcomes check the efficient performance of our plan. 

Keywords: — Proof of Storage, Cloud Computing, Third Party Auditor, Lightweight Homomorphic Authenticator, Data 

Dynamics. 

--------------------------------------------------------------------------------------------------------

I INTRODUCTION 

Cloud computing has been generally acknowledged and 

deployed in our day by day life because of the incredible 

benefits that it brings about, for example, decreasing 

infrastructure costs, providing high versatility and 

accessibility. More and more people depend on cloud storage 

administrations to lessen their local storage burden. Namely, 

data is outsourced to the cloud server and can be gotten to on 

demand later. Meanwhile, how to ensure the security and 

integrity of the outsourced data without keeping a local copy 

for data owners is an basic concern to address. One of the 

main solutions is to apply proofs of storage (POS) that is also 

alluded to proofs of retrievability (POR) [1] or proofs of data 

possession (PDP) [2], in which the integrity of data stored in 

cloud server can be confirmed without having to download 

every one of the data. The essential thought is dividing the 

whole data document into numerous blocks, each of which is 

utilized to generate a homomorphic verifiable tag (HVT) sent 

to the cloud server together with the data document. 

Afterward, the verifier chooses a lot of data blocks instead of 

the whole document to review the outsourced data from the 

cloud server (prover) with the assistance of those HVTs, 

which can significantly decrease the communication 

overheads.  

Since the first POR and PDP plans are presented in 2007, 

there have been lots of efforts devoted to constructing proofs 

of storage plans with more advanced highlights such as open 

key unquestionable status [3], data dynamics [4], [5] (for 

example modifying/inserting/deleting data blocks), various 

cloud servers [6] and data sharing [7]. We focus on the initial 

two highlights—open unquestionable status and support of 

data dynamics. With regards to the former, we observe that 
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most of existing freely verifiable POS plans employ 

expensive operations (for example group exponentiation) to 

generate HVTs for data blocks. Consequently, it is 

prohibitively expensive to generate HVTs for medium or 

huge size data records. For instance, one of the most popular 

POS plans, proposed by Wang et al. [8], accomplishes 

throughput of data pre-processing at speed 17.2KB/s with an 

Intel Core 2 1.86 GHz workstation CPU, which means it will 

take about 17 hours to generate HVTs for a 1GB document. 

Even if the client has a CPU with 8 cores, despite everything 

it requires more than 2 hours' substantial computation. Such 

amount of substantial computation isn't appropriate for a 

laptop, not to mention tablet computer or advanced mobile 

phone. Open evidence of POS enables any outsider to 

confirm the integrity of data in cloud storage, which 

significantly eliminates the burden from data owner. 

Nevertheless, in practice, it isn't attractive to allow anyone to 

review the data at their will, and instead, delegation of the 

auditing task must be in a controlled and organized manner. 

Otherwise, the following two extraordinary cases may 

happen: (1) some data documents could draw in too much 

attention from open, and are evaluated unnecessarily too 

frequently by the general population, which may really bring 

about appropriated denial of administration assault against the 

cloud storage server; (2) on the contrary, some unpopular data 

documents might be reviewed by the open too infrequently, 

so that the possible data loss event may be distinguished and  

alarmed to the data owner too late and no compelling 

countermeasure can be done to decrease the harm. Instead, 

the data owner could assign the auditing undertaking to some 

semi-trusted outsider auditor, and this auditor is completely 

responsible to review the data stored in cloud storage for the 

data owner, in a controlled way, with proper frequency. We 

call such a select auditor as Owner-Delegated-Auditor or 

ODA for short. In certifiable applications, ODA could be 

another server that provides free or paid auditing 

administration to many cloud clients.  

The second element we think about in a POS plot is 

supporting dynamic operations, in which data owners may 

demand to modify, insert, or erase data blocks in the wake of 

outsourcing its original data to a cloud server. This is an ideal 

property when designing new POS plans. Upon generating a 

HVT, the block index information I must be a piece of the 

inputs. This is to prevent a cloud server using the equivalent 

HVT for different blocks while still passing the verification. 

As a consequence, if a new block m∗  is inserted after the I-th 

block mi , then the indices of all the following blocks after mi 

must be changed accordingly and all the corresponding HVTs 

need to be recomputed, which is unreasonable if the number 

of blocks is gigantic (for a 1GB document, in the event that 

we set one data block be 4KB, then the number of data block 

is about 2 18 ≈ 1 million). To avoid this problem, we can 

manage the indices instead of the HVTs upon data updating. 

There have been a number of scientists working on 

techniques supporting dynamics for POS plans, which results 

into two main classes of solutions: index table-based and tree-

based methods. The former employs an index table to manage 

the block indices which significantly diminishes the 

communication cost however taking O(n) computation for 

every datum update, while the  last one uses tree-based 

structures, for example, the Merkle Hash Tree and the rank-

based authenticated skip list that need only O(log n) 

computation however brings in extra O(log n) communication 

overhead for block auditing, where n is the number of data 

blocks. 

II LITERATURE SURVEY 

Since the first POR and PDP plans are presented in 2007, 

there have been lots of efforts devoted to constructing proofs 

of storage plans with more advanced highlights such as open 

key unquestionable status [3], data dynamics [4], [5] (for 

example modifying/inserting/deleting data blocks), various 

cloud servers [6] and data sharing [7]. We focus on the initial 

two highlights—open unquestionable status and support of 

data dynamics. With regards to the former, we observe that 

most of existing freely verifiable POS plans employ 

expensive operations (for example group exponentiation) to 

generate HVTs for data blocks. Consequently, it is 

prohibitively expensive to generate HVTs for medium or 

huge size data records. For instance, one of the most popular 

POS plans, proposed by Wang et al. [8], accomplishes 

throughput of data pre-processing at speed 17.2KB/s with an 

Intel Core 2 1.86 GHz workstation CPU, which means it will 

take about 17 hours to generate HVTs for a 1GB document. 

Even if the client has a CPU with 8 cores, despite everything 

it requires more than 2 hours' substantial computation. Such 

amount of substantial computation isn't appropriate for a 

laptop, not to mention tablet computer or advanced mobile 

phone. Open evidence of POS enables any outsider to 

confirm the integrity of data in cloud storage, which 

significantly eliminates the burden from data owner. 

Nevertheless, in practice, it isn't attractive to allow anyone to 

review the data at their will, and instead, delegation of the 

auditing task must be in a controlled and organized manner. 

Otherwise, the following two extraordinary cases may 

happen: (1) some data documents could draw in too much 

attention from open, and are  evaluated unnecessarily too 

frequently by the general population, which may really bring 

about appropriated denial of administration assault  against 

the cloud storage server; (2) on the contrary, some  unpopular 

data documents might be reviewed by the open too 

infrequently, so that the possible data loss event may be 

distinguished and alarmed to the data owner too late and no 

compelling countermeasure can be done to decrease the harm. 
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Instead, the data owner could assign the auditing undertaking 

to some semi-trusted outsider auditor, and this auditor is 

completely responsible to review the data stored in cloud 

storage for the data owner, in a controlled way, with proper 

frequency. We call such a select auditor as Owner-Delegated-

Auditor or ODA for short. In certifiable applications, ODA 

could be another server that provides free or paid auditing 

administration to many cloud clients.  

The second element we think about in a POS plot is 

supporting dynamic operations, in which data owners may 

demand to modify, insert, or erase data blocks in the wake of 

outsourcing its original data to a cloud server. This is an ideal 

property when designing new POS plans. Upon generating a 

HVT, the block index information I must be a piece of the 

inputs. This is to prevent a cloud server using the equivalent 

HVT for different blocks while still passing the verification. 

As a consequence, if a new block m∗ is inserted after the I-th 

block mi , then the indices of all the following blocks after mi 

must be changed accordingly and all the corresponding HVTs 

need to be recomputed, which is unreasonable if the number 

of blocks is gigantic (for a 1GB document, in the event that 

we set one data block be 4KB, then the number of data block 

is about 2 18 ≈ 1 million). To avoid this problem, we can 

manage the indices instead of the HVTs upon data updating. 

There have been a number of scientists working on 

techniques supporting dynamics for POS plans, which results 

into two main classes of solutions: index table-based and tree-

based methods. The former employs an index table to manage 

the block indices which significantly diminishes the 

communication cost however taking O(n) computation for 

every datum update, while the last one uses tree-based 

structures, for example, the Merkle Hash Tree and the rank-

based authenticated skip list that need only O(log n) 

computation however brings in extra O(log n) communication 

overhead for block auditing, where n is the number of data 

blocks. 

III PROPOSED APPROACH 

Arrangement stage The data owner runs the key generating 

algorithm KeyGen(1λ ) for only once, to generate the ace key 

pair (pk, sk) and the verification key pair (vpk, vsk). For each 

input data document, the data owner may choose to apply 

some error deletion code [46] on this document, and runs the 

tagging algorithm Tag over the (deletion encoded) record, to 

generate authentication tags {(σi , ti)} and document 

parameter ParamF . Toward the end of arrangement stage, the 

data owner sends the (deletion encoded) record F, all 

authentication tags {(σi , ti)}, document parameter ParamF , 

and open keys (pk, vpk) to the cloud storage server.  

The data owner also chooses a restrictive outsider auditor, 

called Owner-Delegated-Auditor (ODA, for short), and 

delegates the verification key pair (vpk, vsk) and record 

parameter ParamF to the ODA. From that point forward, the 

data owner may keep only keys (pk, sk, vpk, vsk) and record 

parameter ParamF in local storage, and erase everything else 

from local storage.  

Proof stage The proof stage consists of numerous proof 

sessions. In each proof session, the ODA, who runs algorithm 

V, interacts with the cloud storage server, who runs algorithm 

P, to review the integrity of data owner's record, in the 

interest of the data owner. Therefore, ODA is also called 

verifier and cloud storage server is also called prover. 

Revoke stage In the revoke stage, the data owner downloads 

all tags {ti} from cloud storage server, revokes the current 

verification key pair, and generates a new verification key 

pair and new tags .  

 

                 
Figure 1 .System Model 

We plan to protect data integrity and security of data owner's 

document. The data owner is completely trusted, and the 

cloud storage server and ODA are semi-confided in different 

sense: (1) The cloud storage server is confided in data 

security (We expect the server needs to get to plaintext to 

provide additional administrations to the data owner), and 

isn't trusted in maintaining data integrity (for example the 

server may erase some infrequently gotten to data for 

economic benefits, or cover up the data corruption events 

brought about by server disappointments or assaults to 

maintain reputation). (2) Before he/she is revoked, the ODA 

is confided in performing the appointed auditing task and 

protecting his/her verification mystery key safely, however 

isn't confided in data security. A revoked ODA could be 

potentially malicious and might surrender his/her verification 

mystery key to the cloud storage server. We accept that all 

communication among the data owner, the cloud storage 

server and ODA is by means of some protected channel (for 

example channel security and integrity are protected). 

Framing assault among these three gatherings can be 

managed existing technique and is out of scope of this paper. 
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IV CONCLUSION 

We proposed a novel POS conspire which is lightweight and 

protection preserving. On one side, the proposed plan is as 

efficient as private key POS plot, particularly very efficient in 

authentication tag generation. On the other side, the proposed 

plan supports outsider auditor and can revoke an auditor 

whenever, close to the functionality of freely verifiable POS 

conspire. Compared to existing freely verifiable POS plots, 

ours improves the authentication tag generation speed by 

hundreds of times. Our conspire also prevents data spillage to 

the auditor during the auditing process. Finally, we designed a 

new AVL-tree based completely dynamic mechanism for our 

POS plot.  
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